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f | ¥
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RIPV1 IGRP
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JYUIN JIN2 yT'n NNayvn7? o'wnwn Interior gateway protocols
NNV |2 YT'n NNAyn7 D'wnwn Exterior gateway protocols
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OSPF(Open Shortest Path First)

.Link State nvowa 723w (open standard) >won viIWH 230 51710179 1NOSPFE
NVPY MOITI MNYID VIDWY TYPHIY TN I 1IN IPIVIION INT D
OSPF m»an

(Subnets mnw >nn 2wnd M) CIDR -WWLSM -2 900 -Classless

(MPT 30 -2 OY9 ON) MNWN NINNNVNY P OIMNITY NOW - MPY> ©
NYAP) NN MATY .IN1 VN NN NN awnd 15 SPF algorithm -2 wponwn
SIVD TV DYPYNNN D DY DN AN DY DOINNA PYNNN DY DN AN 29

NN NOTYNND MNNNVN - NINN MVIdNND ©

T9) DYNINA OXAN XAPY 1N . ,MNITI MNYID) NIVP MNYID TN - NI nNd ©
137N MNYIL THNNd

.Message Digest 5 (MDs5) mysnna (authentication) mmnIna 900 - nnvax ©
NINY RNDYON OY 121 DOATINY 02N DY P MAXIN NN IYPND 1919 AN T
(pre-shared password) 9251
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Administrative distance (AD)

AN NMAN MTYN NN ¥ 1IN DIPIVING NN YNIPY TIVD
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:MNDAV WIOY DNy OSPF
-2 MND2VN WYY NN PINNN ,OSPF 517101191 winnwnw am 5o
.RAM

Neighbor table ¢
9N ANNY DIVN NNX N1 NIV
show ip ospf neighbor NnTpsa wHNWI NHIVN NN NMINTY »T

Topology table
NN TN T MIN ININIY 021N DD DY Yy 11R NN NHAVH
VN DININV
show ip ospf database nTpaa wnnwI NYaLN IR MINID T

Routing table *
N2 DX2IVN DXMN NN NJ¥IN NPV .ININ NJIAV N
show ip route NTP93 VHPNWI NYIVN NN NINIY »TD
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$AMNDAVN HPNHN TN

N2IY 2NN ,D5W DN MDXD YTD — B29WN DY TYPN NPNND
N1 .OSPF -1 oomnw odpwnnn 55 797 Hello packets
VPN NXINR PINNN 27N 1OV N2INN)

Routers Exchange Hello Packets
10.5.0.0/16

10.2.0.0M16 10.9.0.0/16

10.1.0.0416 10.11.0.0/16

10.8.0.016

Hello Packets
i P
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D>amY N9 w amn — (LSA) Link-State Advertisements
2OV PWNN DI (Cost) NI ANND 2D YN VY DNOVN

IR D2MN D T ONYY DNOWD MY YN DIN9N DAOVN

.LSA Packets mysnxa nbw) Y100 ,005TYNN

Routers Exchange LSAs
10.5.0.0/16

10
g 10.9.0.0M16

10.11.0.0/16

10.2.0.0/16
10.1.0.0/16

10.8.0.0/16

LSAS
o >
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21 oWINWLSA packets 155 - NINN9IVH NYAL NI
NN NNV (Link-State Database) y1n Yv Q0N D8y
VN DONNIND
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7971 107 —Shortest Path First (SPF) algorithm
nX 78y (Link-State Database) 0130 ©02 by ysannv
NYIN N9 .2amN Y MXIN NP (SPF tree) nwan non

22 .20 ND2V N30 INPA INPN 12NN NINONND NUNYN

vINN NavIinn nwan non ,LSA packet 2mb5 y»nw oy

IITYNN NN NJIAVY

'SPF tree -2 9112 D200 DX2>MN — 291520 NPV N
23NN NYAVH DAY

Link-State
Database

SPF
Algorithm

Routing
Table

SPF Tree
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/ :(LSPs) link-state packets »»o

DTN VPN NPRNM 010w M) wown —Hello packet
777 (multicast) 224.0.0.5 n2ynoohello packet nYw amn ,nyIv 10 95
.OSPF -1 o>12wvw 0Opwnnn 55
PN R PUn IR, MY 40 w1 hello packet 1own Y2dp XS 2Ny DN
0% XD 1DWN NIV 120 INNRD) NIV 30 I NP MDY OIONID Pwnna

TWANDY 2N T Yy NYw) —Database Description (DBD) packet
ND IX 1719701 DNOY DXNMN Y02 DN NYTY DXAMN INYD

N2V X1 17190700 &Y am IwNo -Link-State Request (LSR) packet
A2TIWVNN 2NN DY DMININ DI02N NIMIDN DMWY NJAPY NYpa

LSR -5 nanno y1n nnvdw -Link-State Update (LSU) packet
(NMIVI NYAPY 12N DV NP Nann).packet

-n nYap Yy Mwn-Link-State Acknowledgment (LSAck) packet
(oapnn Yo vnn y1nn).LSU packet
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N2V 7N PPN AN8N3

— 172.16.5.0/24 D e —
—— A —

LAy o/ con Nz oy Hello packets
Ht:—:*llc:![ My router ID is 172.16.5.1. Is there anyone else on
- il - 9w Router ID-n
Hello Multicast to 224 0.0.5
= 172.16.5.0/24 _23 PYVNN MYN bnpm
R e v Router ID-n oy
R2 neighbor list:
e o D00 MY

Hello! My router 1D is 172.16.5.2 and here is my neighbor
list.
..

Unicast to 172.16.5.1 Hello

An¥n MY 19 ©na 0aNNN

hello packets -5 N2wN PN P>TY) NT 2NN NIWN ONYDP XY 12 280 —Down
(2 O nnowv

7w Router ID -n p1Mai 17w pwinn hello packet 72777 "1k ana -Init

Router ID-n 12 70N X hello packet nnn m727w Xin At axn .pwn
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D)OWN NYIV NX 1DPY NIV TN NY DMIANIN NV IWND -Two-Way
NP YT NNYPN D122 NN (1T NP2V WNNY DININX DIV 12INI)I)

JINDND NTIND OV DY 1I12IN0NY DX VDN 2NN
(Designated router) DR -5 wnww amn 9naw 9NN —ExStart

GONNY 2PNNND D213 DX AMN (NIPNIAN NYNIANN TN THD) 92°N) BDR
(Link state) Ny 1w pn a8n MM vy BDR-m DR-n y2) omdya

database descriptor (DBD) om»ya o>»5nn oanmn -Exchange
.LSA headers p7 0900w (10 9pwa nMoin) packets

>< N 172.16.5.0/24 H>%
P co/o o1 QA

> Here is a summary of my LSDB.

DBD
‘: Thanks for the information!

s
e

LSAck
L Here is a summary of my LSDB.

DBD

.
-

= Thanks for the information!
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D>wpan oxamn ,DBD »1 by payovw ynn by voanna -Loading
NN ©poon onovM (link-state request packets) 9o y1n
(link-state update packets) y1nn

1 172.16.5.0/24 2
GO/ GO
T

|: | need more information on the 172.16.6.0 network.

LSK

Here is the entry for 172.16.6.0/24. l

<
LSU

Thanks for the information!

=

LSAck

{(fully synchronized) nx51n 19182 1790701 210 9w -Full

Cisco 9nNa 901 y1InY
http://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-
first-ospf/13685-13.html
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esignated Router (DR) + Backup Designated Router (BDR)

901 279 Designated Router (DR) -5 wnwnw 7nX 21 9023 Broadcast Domain 552
.Backup Designated Router (BDR) -5 wnwnv

.D2MN IRV DNDISYY NYIL DMNITY DY MYTIN 0NN 5apY , DR 5w ympan

YN (multicast) 224.0.0.6 N2INO5 OMOTY 0NV DXAMN 95 Broadcast Domain Y52
.BDR -m DR -n p1 0>»Nn

.D>2NN Yo 0N MOX (multicast) 224.0.0.5 N2N0Y 02107y 9 TwnDR
AMN 9OoNn BDR -1 ,591 DR -nany oxy 0057yn 95 X Yapn o) BDR

1N2N 9790 299 0231°9929P 1991 029733 ,DR -5 wnwiw ama n9'nay
(1 80 57NN N>12) 972 Maxn OSPF Priority Sya (1
A2 Maxn Router-1D -n Sya (2

12 maxn Loopback -n bya (3

N1 M OVON PWNNN OYA (4

DR ) BDR
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PYnny Priority nyrap

N»NY IN2) 9N M Priority -n oy amn Broadcast Domain Y52
.BDR 59n2> 90N xan Priority -n oy amm DR

Router ID -n oy 2a1nn X ,0°0% D210 ON XY 1 NN DTNNN N2 Priority
.DR -5 902> 9012 maxn

Router(config-if)#ip ospf priority {number}

NN NN MXTYN YA RIM 255 NIN NND 1NNV INPA MAXD TN
(M DVan) BDR w DR nvnd 5150 XD amnw yaip 0 7vn

— NP1 vnnw) Router ID -n nn 9y7125 »715
Router(config-if)# show ip protocol
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Router ID
(27N SY DY D vNWN) 2N N nvnvny [P n2ns »nn
Router ID -1 »rpan

.OSPF domain -2 >7n 200 NX N9

.BDR -y DR n7>na 5y yravn

Router ID -H n9'na o909

(NOYTYN TITN OMIR) TIT> Y TIND 1)

Router(config-router)#router-id 1.1.1.1
1an) 999 NHY NN NND TP VN

oy loopback -n pwnn X I TN RO ON

.Router ID -5 wnwn ,anya 9nya nmaxn IP -n n2wnd
-3 9N2) 1NN NMWN NDINON BY PwINN X loopback pwnn 1 XY oN)
.Router ID

Rl {config)+ interface loopback (
Rl (config-if)# ip address 1.1.1.1 255.255.255.255
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OSPF Area

.(Areas) D™INN 901D NYIN NN DOPONN NN, TIND NDYTY NYIN IUND

JArea -n TiNAY AN Yo NN NNV NYAV OD’0N Area IMNIA OXAMN DO
STV NN PON NMIND OPPY P YTIN
CTNN TN 0220) 50 -n 9N 1P XOW NHNNn Cisco

.Backbone 5> wnwnw Area o Y 92annnY 02N DMNRNN YO

:(OSPF Areas) 51’5990 HWH2 NNAY mMNIN’

12920V 1IN DX22MN NN 90 2N DI 70 INY NNVLP 1NN MINDAV
V72 D12 ONITY MNID

.DMOTY MINS W Y532 N1 SPF mysniNa 2ma 0dysanny 0w n MmN
Ay Pin (convergence) MvIdONIN PYNN

LDYMIND INY DY WAVYN XD TAX NN NOPN
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- Area Border Router (ABR)

71Ny 0101 oM Area Border Router (ABR) ooy Areas 2 Danny 0anmn
.0>2NN ONY OXMNINN NN D> BN .TNAN MNINND

NONY 2N 1901 IMN DY (Summarization) CIDR yxab y71y ABR 5 wnwnw an
122 NN DINAN YNIT 7 NIV OTD MDD NN Area

Autonomous System Boundary Router (ASBR)

ASBR N9 (EIGRP NTY) NINX NwaY OSPF - 2 nunnvny nwy 9anny an)
nwIN Y2Y DN ysan ASBR wnwnw an)
(NYIN D2 NN DYD510V THX VIV NAIND MNN)
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Single Area OSPF n91n

105V MY NYYI9 N9TIAN
.OSPF 5119 nbyan (1
.ANY MHINNY MHINYIN DIDID (2

OSPF nbyan (1
router(config)#router ospf {process-id}

OSPF -n nx MY yppam 1-65,535 n1va 1901 it -Process-id
OSPF Process 9901 Hyon5 \n%) 7252 mmipn nyavin ,amav Process
.799) DN ©YD2 5NN TIRNNY NN DI ONN THN I 2N ININA

IMNX NN DYANN D2Y IN2D OXTD ,NYP NNNa Process-id N nx mini »71o
(1 N233) 9901
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MHHYHN 01099

1oN 0 hello packets nov> OSFP 0ypwnn xR 797 mMZ0 2md NIVaNm NTIPon
.DDI9 NI MNYA

Router(config-router)#network {network-address} {wildcard-mask} area {area-id}

(subnet mask-n 719N) NITHNY NN NPIWIRN MINON WK wildcard-mask : nayn
M2IND 255 PONY Y\ 873 0.0.0.255 Wildcard mask -n 8 SM 255.255.255.0 % v DX Ywnb

Pwnn dv IP n2no wx nwy n2nd nynd 919 -Network-address

1 wildcard-mask -n,IP n2yn5 Nt network-address ox -Wildcard-mask
0.0.0.0

.0 P Area-id ;7NN MNP ¥ N2 D202 -Area-id
001 PYNn 797 hello packet bvv95 NY »15
Router(config)#router ospf {process-id}
Router(config-router)#passive-interface {fastEthernet o/1}
(DYNDM9N NY) passive-interface -5 DTN DPWNN NN PITAD T
show ip protocols - NTp93 wHNW)
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OSPF na’ava Default Route n91)n

NNNY 1N 1977V AN XN default route-5 970w 2N

DNV YT D) NN WY NINY DXANN DI ¥ T7IN NIN .OITVPIND
JON MDYD 1N 0010 XD

.OSPF n2>202 0017910 INWN PONI NNT DD 51D NY 2M)

Router(config)#ip route 0.0.0.0 0.0.0.0 {10.0.0.254}
Router(config)#router ospf {process-id}
Router(config-router)#default-information originate
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OSPF n91305 837

10.10.10.0/24

Fa0/0

- _s0/00

172.16.1.16/28 192168104130 17216132129
Rl (config) #router ospf 1
Rl (config-router) #network 172.16.1.16 0.0.0.15 area 0
Rl (config-router) #network 192.168.10.0 0.0.0.3 area 0
Rl (config-router) #network 192.168.10.4 0.0.0.3 area 0
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OSPF cost
N2 2100 22NN NN WMAPY > metric -1 Oypnacost -1 wnwnOSPF

N 210 2N INY T cost -N T ,INY M PYNN DY DN ANV 10D

cost (1) Yv 77y NYapNMbps 100 Sy MNN 95 H 1NN NI

show ip ospf interface {so/o/0} NTIP92 wHRNWN ,PWNHNY 1TINCOSt NN NMINID >TD

Intarf T Reference Default Bandwidth
Bandw'dth ) hps ! hps

10 Gigabit Ethernet 100,000,000 <  10.000,000,000
10 Gbps
Giga?i:ﬂgﬂr“ﬂ‘ 100,000,000 <+  1,000,000,000
Faﬁg ﬁ?ggﬂt 100,000,000 <+ 100,000,000

%“Eq?pﬂst 100,000,000 < 10,000,000

15*‘;:’&%@ 100,000,000 <+ 1,544,000
Serial 100,000,000 < 128,000

128 kbps
aia;:ti; 'S 100,000,000 <+ 64,000
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Reference Bandwidth Sv 79yn nx nwh v NNt 9705 9715
.10,000 -5 100 1

.OSPF domain -1 £ 552 NNY PTHIND 12N
Ri(config)#router ospf 1

Ri(config-router)#auto-cost reference-bandwidth 10000

auto-cost reference-bandwidth 10000

Referance Default Bandwidth
fnterface Type Bandwidth in bps in bps
10 Gigabit Ethernet 10,000,000,000 < 10.000,000,000 1
10 Gbps
Gigabit Ethernet .
1 Gbps 10,000,000,000 <+  1,000,000,000 10
Fast Ethernet G
it 10.000,000,000 = 100,000,000 100
Ethernet 10.000,000,000 = 10,000,000 1000
10 Mbps PR ? RN
Serial 10,000,000,000 = 1,544,000 B47T
1.544 Mbps e g s
Serial 10,000,000,000 =+ 128,000 TE125
128 kbps
Serial 10,000,000,000 =+ 4,000 156250
G4 kbps = £ d e g
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MHYTIHN HPrTa

show ip route
ATA2) DN PRI P 2NN 022N NHNR NYTY 1D NIYAIND 1IN NJV NIND

show ip ospf neighbor

90 ANNY DNOWN NYAV NINN
El¢# show ip ospf neighbor

Neighbor ID Pri State  Cead Time Address Interface
3.3.3.3 0 FULL/- 00:00:37 19%2.168.10.6 Serial0/0/1
2.2.2.2 0 FULL/- (0:00:30 172.16.3.2 Serial0/0/0

Jown amn Yw Router ID -Neighbor ID ¢

(BDR Y DR n9na5 vwnwn) pwnnn Sv OSPF priority -Pri ©

2WAY w FULL nvnd 798 .pwnnn asn -State  ©

2own amn npenn »aY Hello packet nbaph annwvw yoin - Dead Time ©
2own Yv pwnnn nano - Address ©

OWY 92INN0 2AMHN 1DIT MNP pwHnn - Interface ©
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show ip protocols
: DY YT N8N NTIPON
Process ID OSPF
Router ID OSPF
Area OSFF

D090 NAVYHIY MnNvH
.D20VN DX NNIN

show ip ospf

:2am2 0°oaw OSPF processes -n 93 Dy y1o10 N8N NTIPON
Router ID

Area information

SPF statistics

L.SA timer information
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Show ip OSPF database
.D25WN DXNIN DY YT NINN NTIPON

show ip ospf interface brief

: NN NTIPON
PYNn 55 Area N OXpwNNN S [P mMand

Process ID
Router ID
Cost
Priority
Rl¢ show ip ospf interface brief
Interface PID Area IP Address/Mask Cost State Nbrs F/C DR/BDR

Sel/0/1 0 0 192.148.10.5/30 15625 p2P  1/1
Se(/0/0 10 @ 172.16.3.1/30 647 PIP  1/1
GLO/0 0 0 172.16.1.1/24 1 DR 0/0
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(MDs5) authentication 549430
.D20WN DY YT PoNND > MaxsNa wunwn X OSPFE :)pvinon 51nn nHad

WD DY YT MDHD) OMNITYD NMIND 1N 2D NNLVIAN NMYA N
YN NN NINIO MANN NYTHIN

:Enable MD5 authentication
Router(config)#router ospf {process-id}
Router (config-router)#area {area-id} authentication message-digest

:Enable OSPF authentication on interface
Router (config)#interface {interface}
Router (config-if)#ip ospf message-digest-key {key ID} mds {password}
Router#show interfaces <fastEthernet o/o>
L ITIPO WINNWN ,PWNN YW DO AN N NYTY 3T
Router(config-if)#ip ospf cost <5>
PYNNS Y M TY NNY T ip ospf cost NTIPO wHNWNY 1N
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Part 1: Configure OSPFv2 Routing

Step 1:

Configure OSPF on the R1, R2 and R3.

Use the following requirements to configure OSPF routing on all three routers:

Process ID 10

Router ID for each router: R1 =1.1.1.1; R2=2222 R3=3333

MNetwork address for each interface

LAN interface set to passive (do not use the default keyword)

Step 2: Verify OSPF routing is operational.

On each router, the routing table should now have a route to every network in the topology.

Part 2. Verify the Configurations

Each PC should be able to ping the other two PCs. If not, check your configurations.

172.16.2.0/24

152.168,10.4/30
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Question 2:

Why R1 can't establish an OSPF neighbor relationship with R3 according to the following graphic? (Choose two)

OSPF Area 0

A — Configure EIGRP on these routers with a lower administrative distance

B - All routers should be configured for backbone Area 1

C - R1 and R3 have been configured in different areas

D - The hello and dead interval timers are not configured the same values on R1 and R3
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C+D nnwn

Question 5:

OSPF routing uses the concept of areas. What are the characteristics of OSPF areas? (Chose three)

A — Each OSPF area requires a loopback interface to be configured
B — Areas may be assigned any number from 0 to 65535

C — Area 0 is called the backbone area

[ — Hierarchical OSPF networks do not require multiple areas

E — Multiple OSPF areas must connect to area 0

F — Single area OSPF networks must be configured in area 1
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B+C+E mawvwn

Question 1

A router receives information about network 192.168.10.0/24 from multiple sources. What will the
router consider the most reliable information about the path to that network?

A. an OSPF update for network 192.168.0.0/16

B. a static router to network 192.168.10.0/24

C. a stafic router to network 192.168.10.0/24 with a local serial interface configured as the next hop
D. a RIP update for network 192.168.10.0/24

E. a directly connected interface with an address 0f 192.168.10.254/24

F. a default route with a next hop address of 192.168.10.1
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4 9pwa N2V NN NN E n1wn

Question 3

A router has learned three possible routes that could be used to reach a destination network. One
route is from EIGRP and has a composite metric of 20514560. Another route is from OSPF with a
metric of 782. The last is from RIPv2 and has a metric of 4. Which route or routes will the router
mstall in the routing table?

A. the OSPF route

B. the EIGRP route

C. the RIPv2 route

D. all three routes

E. the OSPF and RIPv2 routes
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4 9pwa ND2vV INI B n2wn

Question 2
Which statements describe the routing protocol OSPF? (Choose three)

A. It supports VLSM.

B. It is used to route between autonomous systems.

C. It confines (oMn) network instability(m2°%> 90In) to one area of the
network.

D. It increases (5>7») routing overhead (n7pn\1»by oon)on the
network.

E. It allows extensive control (nan7) nvYYow)of routing updates

F. It is simpler to configure than RIPv2.
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Question 3

A network administrator is trying to add a new router into an established OSPF network. The
networks attached to the new router do not appear in the routing tables of the other OSPF routers.

Given the information in the partial configuration shown below, what configuration error 1s causing
this problem?

Router(config)# router ospf 1
Router(config-router)# network 10.0.0.0 255.0.0.0 area 0

A. The process id is configured improperly.

B. The OSPF area is configured improperly.

C. The network wildcard mask is configured improperly.
D. The network number is configured improperly.

E. The AS is configured improperly.

F. The network subnet mask is configured improperly.
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Question 7

Why do large OSPF networks use a hierarchical(*aam\'>11n) design?
(Choose three)

A. to confine (DINN7)network instability to single areas of the network.
B. to reduce(n'non) the complexity(niad1m) of router configuration
C. to speed up convergence (N101>N0N)

D. to lower costs by replacing routers with distribution layer switches
E. to decrease latency by increasing bandwidth

F. to reduce(n'non?) routing overhead (n*m'opzn nTiz\nIpN)
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