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Access Control Lists (ACL)

nVYovw Wwanm Packet Filtering nvrwa 121ww >o>0a Firewall w5 1pann ACL
JINNYP/NDI0 NYI NNAYNI

Packet Y5 .1nInyn nwa nMayn NN T DY nwan N N 19vn ACL qona
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(NN X9 pinn Deny Any Any) 5190 D9IN MOUMVLIN I8 Access-list

19995 ANN YW 10N NTPIN XN (XSDIDI) in\out YW NN 2D MY

Packets to interfaces in
the access group
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Standard ACL

10 5S¢ nw/IP nanob nnxnn 7in 91 Packet ooin aX qwann
.Port 185 117 N

NY N0 0w wildcard -9y Mpnn n2nad 4 on»nn Standard ACL
STV 2PN AN OPINN I9 TITA 1O T ONONN

nyno 99 Standard ACL Sv nnowan 2901n 7901 vy ACL 5aY
.1300-1999 X 1-99 DYNNYLA

(Wildcard-a vinrwy av warw) Standard ACL ny1n

Router(config)# access-list {access-list-number} {deny|permit}
{source address} {source-wildcard}

12299191 INY 599 93919 MIYANA NN AYNN NNDIYY 9102 920119 2IWN N1S0N INNY
Router(config)# access-list {Number} permit any
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Wildcard maslks

.subnet mask -7 9'7nn> wnwn
(2awnnn namd) nuw? naw bit a¥'m 1 1 (hwn namd) nnw7 oNw bit axm 0

Wildcard mask that permits a range of hosts for a /24 network:
172.16.22.0 0.0.0.255

Wildcard mask that permits an entire /16 network:
172.16.0.0 0.0.250.250

Wildcard mask that permits an entire /8 network:
10.0.0.0 0.255.255.255

Ri1(config)#access-list 9 deny 192.168.15.99 0.0.0.0 nfrjat
Ri(config)#access-list 9 deny host 192.168.15.99 QIwA

R1(config)#access-list 9 permit 0.0.0.0 255.255.255.255 DI
R1(config)#access-list 9 permit any DIwM

:NNAIT? Access-List-7 nnyvn 9'oin — Remark

Host parameter

Any parameter

Router(config)# access-list Eli remark - this is the inside admin address
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7wnn7? ACL YI'w

R1(config-if)#ip access-group {access-list-number | access-list-name}{in | out}

#1(config)¥ interface FastEthernet 0/0
Rl {config-if)4 ip access-group 1 out

ACLs 7w UND NIXKAY

Houtergfshow access-lists

Standard IP acecess list 10
deny host 17Z2.17.0.1 (1 match{as))

permit any (1 matchies))

Router#ishow access-list

rennn ACL NNon

R1(config-if)#no ip access-group {access-list-number | access-list-name}{in | out}

ACLDpP'NnN

R1(config}#no access-list [access list number]
V1D 0*7'von Access-List -n Nax¥n

R1#show running-config access-list
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S0/0/0
10.1.1.1/30

Fa0/0 SO Fa0/1
192.168.10.1/24 / 192.168.11.1/24

192.168.10.0/24 192.168.11.0/24
Faor

192.168.10.2/24 S1 ‘ I912.1EE.11.2F24

192.168.10.10/24 192.168.11.10/24

Rl{config) faccess-1ist 1 deny 192.168.10.10 0.0.0.0
Rl{config) faccess-1list 1 permit 192.168.0.0 0.0.255.255
REliconfig) 4interface S0/0/0

Fliconfig-if) #ip access-group 1 out
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Named ACL

A9oon =%y K71 ow rT=Ru nnitnw Extended ix Standard aion ACL

‘Named ACL -2 win'wa nnawn
Named ACL nay .1

Router (config)# ip access-list [standard | extended] name

n'in Ny 2

Router (config-std-nacl)# [permit | deny | remark] {source [source-wildcard]} [log]

Router (config-if) #ip access-group name [in | out]

$0/0/0

10.1.1.1/30

Fa0/0
192.168.10.1/24

192.168.10.0/24 Fabid

192.168.10.2/24

192.168.10.10/24

F.

192.168.11.10/24

punn? ACL 1w 3

Rl{config)#ip access-list standard NO_ACCESS
Eliconfig-=std-nacl)#deny host 192.168.11.10
Eliconfig-=std-nacl)fpermit 192.168.11.0 0.0.0.255
El{config-std-nacl)#interface Fa0/0

El{config-if)#ip access-group NO ACCESS out
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Named ACL nony

ACL -2 0w y¥a7 N7 a7t ,Named ACL -2 win'wania 21man jnnm

R1# show access-lists

Standard IP access list WEBSERVER
10 permit 192.168.10.10
20 deny 192.168.10.0, wildcard bits 0.0.0.255
30 deny 192.168.11.0, wildcard bits 0.0.0.255

Rl (config) ¥ ip access-list standard WEBSERVER
Rl (config-std-nacl)$ 15 permit host 192.168.11.10

R1# sho access-lists
Standard IP access list WEBSERVER
10 permit 192.168.10.10
15 permit 192.168.11.10
20 deny 192.168.10.0, wildcard bits 0.0.0.255
30 deny 192.168.11.0, wildcard bits 0.0.0.255
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9 993N
1NN MINK 1P Configuring Standard ACLs.pka ¥2ypn nx nno

Task 1: Investigate the Current Network Configuration

Step 1. View the running configuration on the routers.

Step 2. Confirm that all devices can access all other locations.

Task 2: Evaluate a Network Policy and Plan an ACL Implementation
Step 1. Evaluate the policy for the R1 LANS.

Step 2. Plan the ACL implementation for the R1 LANS.

Step 3. Evaluate the policy for the R3 LAN.

Step 4. Plan the ACL implementation for the R3 LAN.

Task 3: Configure Numbered Standard ACLs
Step 1. Determine the wildcard mask.
Step 2. Determine the statements.
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Step 3. Apply the statements to the interfaces.
Step 4. Verify and test ACLs.
Step 5. Check results.

Task 4: Configure a Named Standard ACL

Step 1. Determine the wildcard mask.

Step 2. Determine the statements.

Step 3. Apply the statements to the correct interface.
Step 4. Verify and test ACLs.

Step 5. Check results.
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Extended ACL

7292 PNY TN 1¥90 IN NPNRN NN 9D Packet oOIN 1N IWINND
(Standard-a yx).Port 199191 91910179 %9 9y ,(Standard-a

-y 100-199 ©'NNHVa NN 099 Extended ACL Sv nnovwan 900
.2000-2699

YRR YN T Wy 11 Extended ACL -n nX opny Y95 7972

JYI2 NAYD NN

10299190 INY 755 921D MIVANRN NN NYWIHN NNIYH 9IDa 920I1ND 2IVWN NI D)
Router(config)# access-list {Number\Name} permit any any

Extended ACL ny1n

Router (config)#access-list {access-list-number} {permit | deny} protocol
source source-wildcard [operator port] destination destination-wildcard
|operator port]| [established] [log]
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Command
Parameters

Descriptions

access-list

Main command

Jist-
ACCESSUSE | | dentifies the list using a number in the ranges of 100199 or 2000— 2699
numkber
it

:er‘rm | Indicates whether this entry allows or blocks the specified address.

eny
protocol IP, TCP, UDP, ICMP, GRE, or IGRP.

d

SDUFFB .an |dentifies source and destination |P addresses.
destination
source-

idcard The operator can be It (less than), gt (greater than), eq (equal to), or neq (not equal to). The port number
W|d|:ar referenced can be either the source port or the destination port, depending on where in the ACL the port
jnst' i number is configured. As an alternative to the port number, well-known application names can be used, such

=SANEON | as Telnet, FTP, and SMTP.
wildcard

For inbound TCP only. Allows TCP traffic to pass if the packet is a response to an outbound-initiated session.
established | This type of traffic has the acknowledgement (ACK) bits set. (See the Extended ACL with the Established
FParameter example.)

log Sends a logging message to the console.
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TTI2 VN OIMNN..Y MY = (equal to)EQ *

1300 'O1n VNBY HYNRVY NN DI NPNTY..N 9T =(greater than) GT
150 VALY NNNNY NN YD NPNTY ..N WP = (less than)LT o

PNSY VLNV NIN VI DIWINP\DIDIN = (not equal to)NEQ
DOV DY NV = Range ©
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DT AR'MN Nn'w17 ,Port Number 1901 ' 21710109 75%w nyT17 21wn
https://en.wikipedia.org/wiki/List_of TCP_and_UDP_port_numbers
NI 0DN2MN D7IIVN9N 7Y YA 707

Well-Known Port Numbers and |P Protocols

Port Number | IP Protocol
20(TCP) FTP data
21 (TCP) FTP control
23 (TCP) Telnet

Simple Mail Transfer Protocol

25(TCP) (SMTP)

23 Domain Name System (DNS)
(TCP/UDP)

69 (UDP) TFTP

80 (TCP) HTTP
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NPT

Extended ACL to Deny Only Telnet from Subnet

Fal/0
192.168.10.1 /24

El {config) #access-1list 101 deny tep 192.168.11.0 0.0.0.255 any eq 23
Rl {config) faccess-list 101 permit ip any any

El {config) #interface Fal/1
Rl (config-if) #ip access-group 101 in
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10 5239
NN X 1pyy Configuring Extended ACLs.pka X2ypn DX Nn9

Task 1: Investigate the Current Network Configuration
Step 1. View the running configuration on the routers.
Step 2. Confirm that all devices can access all other locations.

Task 2: Evaluate a Network Policy and Plan an ACL Implementation
Step 1. Evaluate the policy for the R1 LANS.

Step 2. Plan the ACL implementation for the R1 LANSs.

Step 3. Evaluate the policy for the R3 LAN.

Step 4. Plan the ACL implementation for the R3 LAN.

Step 5. Evaluate the policy for traffic coming from the Internet via the ISP.

Step 6. Plan the ACL implementations for traffic coming from the
Internet via the ISP.
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Task 3: Configure Numbered Extended ACLs
Step 1. Determine the wildcard masks.

Step 2. Configure the first extended ACL for Ru.
Step 3. Configure the second extended ACL for Ru.

Step 4. Verify the ACL configurations.

Step 5. Apply the statements to the interfaces.
Step 6. Test the ACLs configured on Ri.

Step 7. Check results.

Task 4: Configure a Numbered Extended ACL for R3
Step 1. Determine the wildcard mask.

Step 2. Configure the extended ACL on R3.

Step 3. Apply the statement to the interface.

Step 4. Verify and test ACLs.

Step 5. Check results.
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Task 5: Configure a Named Extended ACL
Step 1. Configure a named extended ACL on Ro.

Step 2. Apply the statement to the interface.
Step 3. Verify and test ACLs.
Step 4. Check results.

Extended_ACL.pkt owa 29 095 'n°5¥n , 1232 901 HNIN 7985
LONN DIVNDY D9DN DITNPIVIFG YIND D3NN DNN

119192 IN gtut 9NN NIEINID MY NN

http://www.gtut.com/70-ccna-access-list-sim
oM
http://www.gtut.com/78-ccna-access-list-sim-2
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~ CCNA Access List Sim 2 n'x7In'o

A network associate is adding security to the configuration of the Corp1 router.

The user on host C should be able to use a web browser to access financial information
from the Finance Web Server.

No other hosts from the LAN nor the Core should be able to use a web browser to
access this server.

Since there are multiple resources for the corporation at this location including other
resources on the Finance Web Server, all other traffic should be allowed.

The task is to create and apply a numbered access-list with no more than three
statements that will allow ONLY host C web access to the Finance Web Server.

No other hosts will have web access to the Finance Web Server.

All other traffic is permitted.
Access to the router CLI can be gained by clicking on the appropriate host.

All passwords have been temporarily set to “cisco”.
The Core connection uses an IP address of 198.18.196.65
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The computers in the Hosts LAN have been assigned addresses of

192.168.33.1 — 192.168.33.254

Host A 192.168.33.1

Host B 192.168.33.2

Host C 192.168.33.3

Host D 192.168.33.4

The servers in the Server LAN have been assigned addresses of
2 2 e

The Finance Web Server is assigned an IP address of 172.22.242.23.

The Public Web Server is assigned an IP address of 172.22.242.17
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NITIZON NA'NMD7 NNIY S 21 727N [NAnNa N'X7In'01 17 D'Y

The task is to create and apply a numberd access-list with no more than three statements that will allow ONLY
host C web access to the Finance Web Server. No other hosts will have web access to the Finance Web Server.
All other traffic is permitted.

The Core connection uses an IP address of
198.18.196.65

The computers in the Hosts LAN have been
assigned addresses of 192.168.33.1 -
192.168.33.254

Host A 192.168.33.1

Host B 192.168.33.2

Host C 192.168.33.3

Host D 192.168.33.4

The servers in the Server LAN have been assigned
addresses 0f 172.22.242.17 - 172.22.242.30

The Finance Web Server: 172.22.242.23.
The Public Web Server: 172.22.242.17

Corpl#show running-config

Three statements of access list:

Corpl(config)# ‘ ‘ (1)

Corpl(config)# ‘ ‘ (2)

Corpl(config)# ‘ ‘ (3)
Apply to interface:

Corpl{config)# ‘ ‘ (4)
Corpl(config-if)# ‘ ‘




Question 1

Which item represents the standard IP ACL?

A. access-list 50 deny 192.168.1.1 0.0.0.255

B. access-list 110 permit ip any any

C. access-list 2500 deny tcp any host 192.168.1.1 eq 22

D. access-list 101 deny tcp any host 192.168.1.1
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o) 1-99 N0 Standard access lists -nYw NN ,A NAIVYN
NV NRNMI A NIVN P 199 1300-1999

Question 2

A network administrator is configuring ACLs on a Cisco router, to
allow traffic from hosts on networks 192.168.146.0, 192.168.147.0,
192.168.148.0, and 192.168.149.0 only. Which two ACL statements,
when combined, would you use to accomplish this task? (Choose
two)

A. access-list 10 permit ip 192.168.146.0 0.0.1.255

B. access-list 10 permit ip 192.168.147.0 0.0.255.255
C. access-list 10 permit ip 192.168.148.0 0.0.1.255

D. access-list 10 permit ip 192.168.149.0 0.0.255.255
E. access-list 10 permit ip 192.168.146.0 0.0.0.255

F. access-list 10 permit ip 192.168.146.0 255.255.255.0
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C+A myvn

Question 4
On which options are standard access lists based?

A. destination address and wildcard mask
B. destination address and subnet mask
C. source address and subnet mask

D. source address and wildcard mask
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Question 5 D naiwn

Refer to the exhibit.

ACL 10

Statements are written in this order:
A. permit any

B. deny 172.21.1.128 0.0.0.15

C. permit 172.21.1.129 0.0.0.0

D. permit 172.21.1.142 0.0.0.0

Statements A, B, C. and D of ACL 10 have been entered in the shown order and applied to interface
EO inbound, to prevent all hosts (except those whose addresses are the first and last IP of subnet

172.21.1.128/28) from accessing the network. But as is. the ACL does not restrict anyone from the
network. How can the ACL statements be re-arranged so that the system works as intended?

A. ACDB
B. BADC
C. DBAC
D. CDBA
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Question 6

Which statement about access lists that are applied to an interface is true?

A. you can apply only one access list on any interface

B. you can configure one access list, per direction, per layer 3 protocol
C. you can place as many access lists as you want on any interface

D. you can configure one access list, per direction, per layer 2 protocol
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