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== NIQn

I1°7 ,nIvan [P n2ns 5w 5ann 19010 om»p [IPV4 -0 51pivinoaa
TINODMD NYAIN) —MAIND 4,294,967,295 POND 1N’ 1N NOMNA - PrT
DYNND GON NYIV) DIV NMIND YUN 11270 NYITIN) DIYYN DIONNRN
(NwnM Dywn

WY NN N0 ,NAOV) IP MmN 10 7Y TN NHOINND THN DD
0NN IXINY 1DV 80-N MIVY (TIVY NPTIDV , 00N YV ,AUNnN
ANYND PNING XINNDD TN TON TO HiNHm) MANo2

[TANA N X0 [P 7M2INn52 9700 DY OXINKD 1NIND

(Internet Assigned Numbers Authority)
NNOYY N2INDIY NN NWIN D30 NPVID MAIND XN PNYRIN NINN
M5 2XN7) N PINI DY, TINNONN NYID DNN

29 99010 WANNN [PV6 w1n 211710179 NN XN IRNNDY 0N 1IN
TWnna 19 Oy IPV4-nn mans by any
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NAT 71710109

v NN onn X0 mvnwny (Network Address Translation) NAT
NN NNON IP -0 mans X oxannn ,022VYNNN NvHa '71“71\31"\9 NN
ST9PN2) NPVIS NAINOD

NN MYNNONI VITVINRD DYDY DM D2AVNN 93NY NY NIYVIORND 1T NIV
SN 1P

N2IND NHN 092PM) ISP 1VITVINN PODN VITVIIN IP DIV NN ,DIPIINY
DY IR NNX NN [P

WAN-n 25 LAN-D 2 m2on0 AP vy TNXR 2m v 172y MY PR
N2INS5 10.0.0.1 MV MAININN MAININ DY DNIND NN YNID YPOIN
.84.94.114.7 : DNNTO NONINN

Cisco 9nNa QO ¥y 1NRd
http://www.cisco.com/c/en/us/td/docs/security/asa/asa82/configuration/guide/c
onfig/nat_dynamic.html#wp1078939

beflereli@gmail.com © 9592 >oK5 MY NN YD
TN I2INK 2N PON NNVYIIN DY 1O 12 52D NTIN 3



:NAT mans Sv 0210 4 Dy

(1PVI9 NAIND) DNINN MY NPHN NAIND - Inside local
(5P72°% N2IND) DNVINN INKY NPHNN N2INS - Inside global
(1228 N2 IND) TN NN - Outside local

(191228 N2IN5) TN NNd - Outside global

Sh DAy SA DA
Inside Local Outside Local Inside Global Outside Global
1921681010 2081852011 2091652002261 2091852011
' >

Inside Network Outside Network

] 209 165 200, 225
Inside Network :
¥ ISP
192 168.10.10 ;

I
I
Inside i
|
I
I

R —

Address

Local Addresses Global Addresses

Web Server

209.165:201.1
Outside Address
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:NAT-n 210

NYH2 TN 2VNND ,TNRY TN One-to-one — Basic NAT ¢
PPN NN NN DAPNI VITVIRD R¥PN NN

7901 ,n271Y TN — One-to-many NAT \ NAPT\ PAT e
NN TPNDN NNND TIT DOIRNPN NYIL DXAVNN

DMININ ,N2INY N270 — Many-To-Many Dynamic NAT e
MAIND 9901 IVWIY DIVNNYNI IV 17 1900 DY DINT)
AOYTVIND NN TNIND NPNN
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Static NAT

VITVINRNN YIND ININ ON : NNINTD NNN NNDX NAINIT ,NNN NPV NAIND NN
1% NINDN MM NNY TIVNI 84.54.150.170 NAINON NN YPOPM WEB-n nvd
WEB-N nv 5w 192.168.1.20 N>MpPnn N2INID

DINN NI
Router(config)#ip nat inside source static {local-ip} {global-ip}

Port Forward n97)n 1N
Router(config)#ip nat inside source static {local-ip} {port} {global-ip} {port}

D'MIANN N7201 N'OX
Router#show ip nat translations

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
tep 209.165.200.225:16642 192.168.10.10:16642 209.165.200.254:80 209.165.200.254:80
tep 209.165.200.225:62452 192.168.11.10:62452 209.165.200.254:80 209.165.200.254:80
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11.2.1.4 Packet Tracer - Configuring Static NAT.pka
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Dynamic NAT

Many-To—Many.m?'n:l’s NI NN TINND NN Mo ,PVIO MHIND NN
199258 12952 INN NYTHIN
Router(config)#ip nat pool {pool name} {starting IP} {ending IP} {netmask}

NYN297 MAININ DX VTHINY access-list NN - BININY MTYINAY NHINID NN

Router(config)#access-list {acl-number} permit {source} {source-
wildcard}

.DNINN TNXY NPNDISN MAINDN VRNIY access-list TPV — ONIND NI
Router(config)#ip nat inside source list {acl-number} pool {pool name}

Router(config-if)#ip nat outside MNINN PN NITHN
Router(config-if)#ip nat inside M9N PN NITIN
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OINT

Inside Network ; Outside Network

Internat

Server

I
|
I 209.165.200.254
|

]
192 168.11.10 Dynamic NAT

£ i -
192.168.11.0/24 I

Defines a pool of public IPv4 addresses under the pool name NAT-FOOL1.
Rz (coenfig)+# ip nat pool NAT-POOLL 209.165.200.226

209.165.200.240 netmask 255.255.255_ 224

Detines which addresses are eligible to be translated.

EZ2 (cenfig) 4 access-list 1 permit 192.168.0.0 0.0.255.25E
Binds NAT-POOL1 with ACL 1.

EZ (ccnfig) 4 ip nat inside source list 1 pocl NAT-POOLL
ldentifies interface serial 0/0/0 as an inside NAT interface.

RZ (config) ¢ interface SerialQ/0/0

RZ (config-if) ¢ ip nat inside

Identifies interface serial 0/1/0 as an outside NAT interface.

RZ (config) ¢ interface Serial0/1/0

RZ (config-if) ¢ ip nat outside
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MONINN MNRNNN 299 IMN N PV ¥IPN NN NNO
11.2.2.5 Packet Tracer - Configuring Dynamic NAT.pka
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NAT Overload (PAT)

Port Address Translation (PAT)

~

d

www.cisco.com

f 74.57.43.19
HostB
10.10.10.20 /24
HostA - i
10.10.10.10 /24 64.10.75.34/24 b
$0/0/0 The NAT
J 4 Outside
Fa0/0 Internet
10.10.10.1/2
NAT www.yahoo.com
) J HostC

\ Inside

10.10.10.30 /24

4

Inside Local
10.10.10.10::5097

Inside Global
64.10.75.34::5097

k 67.14.35.20

Outside Global
74.57.43.19::80

10.10.10.30::5097

67.14.35.20::80

64.10. 75.31:.%692’1 l

0'10n1 17w Inside global -n nam> nx DTV anmani Cisco "NX7 VINVI'R? N19 Host A
Host A-7 9w 5097 01192 Th'Y yT'NNW 2'TNN XINW N7201 yT'nN

17w Inside global -n naim> nx [>7v anini Yahoo 7w "nx% 01101'K7 Ry DA Host C
"' 6021 092 NTN'Y YT'NNY 2'TNN XINY N7201 yT'n 01001 ,6021 nJiw 0I5 DY
.nw |xomi Port -0 7w '1'w yxia oxya ,Host C-7
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One-to-many - HNN N NANIY M MOV MANI DIINN

(MW 1NN PR VNS NX 0NN AN (PORT ADDRESS TRANSLATION) PAT

SNINOWIT YTINN NN AMT XD YTV 1IN DY 099190 NJIVIA YTIIN NN P1INND)
Router#show ip nat translations DYNNIND NIV NN

P (Standard\Extended) access-list N7X — 91Y9NY MTYNY MAINID NITHD
VITVIND NRYD D INMNY NN MININ NN

Router(config)#access-list {acl-Number} permit {source} {source-wildcard}
(7 Ny Mmsna nNown — Standard ACL w3710 Ny DApna)

2NN VITVIND NN PWNNID access-list -N TPV — DNINND NN
Router(config)#ip nat inside source list {acl-number\Name} interface {interface} overload
=2 999N , 59192390 NNIYWHN MAINI NN NN NINSN 25 NS NYaYan Inside N9 :a% oIvwy

PAT-n nx navanmn overload n1pan ARINY PYNIN 49105 v Interface
Router(config-if)# ip nat inside\outside NN PYWNMI NUION PYNN NN P1HINY W DO

http://www.firewall.cx/cisco-technical-knowledgebase/cisco-routers/260-cisco-router- Nav NXIVT
beflereli@gmail.com © 9592 >oK5 MY NN Y nat-overload.html
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S0/1/0
' 209.165.200.225

192.168.11.11

access-list 1 permit 192.168.0.0 0.0.255.255
Defines which addresses are eligible to be translated
ip nat inside source list 1 interface serial 0/1/0 overload

lldentifies the outside interface Serial 0/1/0 as the inside global address to be overloaded
interface serial 0/0/0

ip nat inside
lldentifies Serial 0/0/0 as an inside NAT interface.
interface serial 0/1/0

ip nat outside

lldentifies Serial 0/1/0 as an inside NAT interface.
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Internet

VO
209.165.200.225 N>112°80 NINOY )N 192.168.0.0/16 DWHA NYVIY MINO
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DINTINN 292 NWIN IX OpM MHDav PDFE-N X2 nX nno
11.2.3.7 Lab - Configuring Port Address Translation (PAT)

QO DNIN
7.2.8Scaling Networks with NAT.pka
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P

Question 1

Which two statements about static NAT translations are
true? (choose two)

A. They are always present in the NAT table.

B. They allow connection to be initiated from the
outside.

C. They can be configured with access lists, to allow two
or more connections to be initiated from the outside.

D. They require no inside or outside interface markings
because addresses are statically defined.
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B+A mwn

What are two benefits of using NAT? (choose two)
A. NAT protects network security because private networks are not advertised.

B. NAT accelerates the routing process because no modifications are made on the
packets.

C. Dynamic NAT facilitates connections from the outside of the network.
D. NAT facilitates end-to-end communication when IPsec is enable.
E. NAT eliminates the need to re-address all host that require external access.

F. NAT conserves addresses through host MAC-level multiplexing.
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Internet Protocol Version 6 (IPv6)

L0)TVND DD DXIANNND ONPNN DXAYNND TN ,NI2NI NIA0NY 1D
IP. m2yn5 5v 9m» ADYT) 1190 NYATI ,0IT01ND DD DX 12ND Y TD

-2 VIO MOND DR ,NOTINY NI N8N MAINON MO

. IP m2mnoa 7ond orwannw NAT/PAT

PYTY PN YD ,IPVO 519101792 windwd 9aynn XN Q0N NN oM
APV 4 512101790 DX PVIZND 9ONND M98 XIN TONYA TN TY TIND

: 21210179 D92 NPIWANT MAINDN 190N N, IRNVNIN TNND

Version Supported Addresses
IPv4 4,294,967,296

Pv6 340,282,366,920,938,463,463,374,607,431,768,211,456
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:IPV6 nninn

NN NN YV 32bit NS 128bit TNa XN IPV6 nonlIP nano
M2IND 790N PADY N2 DTN DI MOUNINNVY XN Mynvnn .IPv4g
NN DVANIPV6 195 .IPv4 =2 53%p1 592580 MAIN5N Y35 Anwn
PAT \ NAT -2 viowa 7980

, M2 [Psec ©»p [Pv6 non [P mainoa- nnovana X qon nim
ANY NV NYIN NNV INY VIV [Psec -2 vinow 1o

N2N5 2N [P n2non msnn 9mvo ,64bit Sw w1ap Subnet mask
NP MTIYY TN 2N NNH2 subnet mask -N NX NNWY 1N .NWA
2P NN
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IPvb N2IND Ni1an

DV D901 MNP 8-D DIPNNN 128Bit N Nadn [IPv6 namno
IINTOPN 190N NNINNN NINDN .NXIAP 932 16Bit

0010000080000001 00001201101 L1000 9000500000 100081 10000000 100016008 +0010000020000001 00001101 I.':II.':'I.III:I':I::'HMMHMMMlltl‘:':'bﬂﬂmﬂlﬂ'ﬂﬂl

T

! ! ! !

0010 0000 0000 0001 : 0OOO 1101 1011 1000 : etc
=0

nz-h =

-\-\-\--\""-\-._

T

T

.

70

=] :=p =P =B ;ﬂ
\ A
" ‘f* fxf'fﬁf
01:0DB"8s
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9
10
11
12
i3
14
15

1001
1010
1011
1100
1101
1110
1111
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NAXIZNA NIIXA NAMON NN

: NI NINP NAINIT NINON NN DNNND DIWINRNN DIPIN 2 DIINP
(TAR NMINAD PRYNY DAR) 1901 7D NIPNNAY DIDIRN NN TNND JN2) : PYNI 7N

2001:0DB8:0000:1111:0000:0000:0000:0200 FES0:0000:0000:0000:0123:4567:85AB: CDEF

2001: DE8: 0:1111: 0: 0s 0: 200 TEAL: s 0; 0: 123:4567:850A8:CDEF

(N2IND 952 NN DY P WINAT 1) = JIO02 DININT DIDIN PONND 1N 9 PIN

Preferred 2001:0DE8:0000:0000:2BCD:0000:0000:0100
Mo leading 0s 2001: DBE: 0: 0:ABCD: 0: 0: 100
Compressed 2001 :DES: sABCE:0:0:100

or 1‘

Compressed 2001:DE8:0:0:ABCD: : 100

T

l Only one :: may be used. J
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2001 :

2013 ;

1111 ;

0000: oDBB: 1111 : 0000 : 0000 :

0000 : 0123 : 4567 : B89AB : CDEF :

0000 : 0000 : OO0O0: 0000 : 0000:

0000 : 0000 : 1234 : 6678 : 9101 -
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0000 :

0000 :

0101 ;

0000 :

‘0'"7'A0N

0200
0001

1111

34AB
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IPV6 -7 IPv4 -n IP NIAMD 1wn

: IPV6 -5 [Pv4 -n 12ynY mvow vibw nms Internet Engineering Task Force (IETF)
Dual Stack - n)wN9 nvIY
DY 0V IMNA [Pv4 -1 IPV6 Hv 19195 Noyn awann nuIvwn .an»a nopn nuIVn N

nv v nwan ©V100), TCP/IP 5v 511710199 m»onn »y nva 00391 DY DoV 15
APv6 -2 7m0 \/pnn 55 Xov o0 7yan JIP mawmndo

.l
Dual-stack
._ IPv4 and IPvE
r] .
Dual-stack Dual sta:k
1Pv4 and IPv& .
Aa IPv4 and IPv8
Dual-stack
IPv4 and IPvE
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Tunneling - 1Y HVIY
[Pv4 »on Packet 7yn5 w1nn 198 [Pve »on Packet 11 nvowa

IPv4-only Network

F FJ
IPvE~-only Netwaork IPvE-only Network

N
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Translation — N*VYYY NVIVY

Network Address Translation 64 (NAT64) no)9150 1% NV wa
1979 IPv4 n2ynod IPv6 n2ino 01N NIWOND

|Pv6-only Network IPv4-only Network

NATG4 Router
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NAIMd A0

.Broadcast »01n m21n5 N v ,mans »Mo nvvw on»p IPve -2

IPv6 Unicast Communications Unicast
Source IPv6 Address Destination IPv6 Address
2001:DB8:ACAD:1::10 2001:DBB:ACAD:1::8 IPV4 -125 ,‘Tr\Nb TOANX NON NINVYPN
2001:DB8:ACAD:1::1/64
2001:DB8:ACAD:1::/64
2001:DB8:ACAD:1::9/64
2001:DBB:ACAD:1::10/64
2001:DB8:ACAD:1::20/64 2001:DBB:ACAD:1::8/64

beflereli@gmail.com © 9592 °9N5 MY NMOTN 9
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Multicast

.09 TAX NNVYPN

FFoo0::/8. -2 MY nnn manon

Source IPvi Addross Destination IPvE Address
2001:DBE:ACAD:1:1 FFO2:1

»
2001:DE&:ACAD: 110784 2001:DBE-ACAD:1::0/64

2001:DBEE:ACAD:1::20/64
2001:DBEACAD:1::8/64
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onpnnn YoFFo2:1 -
p>amn YoFFo2::2 -
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Anycast

(one to nearest) N¥AP TINN INPA PN TONRY TAX NON NNYPN N

Anycast M2INd DY DXYNNYNY DT DXNIY NP W DN : NPT
NP2 DIPN NIYD YNINH NNVPNN
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Jnicast

Global Unicast
.(MY112°8 N2INOY NNT) VITVIPNI NTIN NAINO
.3/::3000 -23IX3/::2000 -2 N9°NNN NINON

MY 72 bits 16 MpYY Pxwn NNetwork ID, 48/ oy n2nd MpoHY Paon MY paovn
MNvY NN

Link-Local

[Pv6 -2 701nvw nwa ©0712 9559APIPA). -5 nnyT) 23129 mimd) ROV 11029 N2IND
.M2IND NN NPND DD NV DV HIY ImdsLink-Local. »on nand nynd na»n

MOXDHCP nawh n»na X5 nHyan noynn ,nT 17182 DY030 1IN XD NN ON
FE80::/10. -2 m>>nnNn M2non .1MUNMILIN NN DIVIOY NIND NN

Loopback
11 NN NYNON .127.0.0.1m5

Unique local

A0)IVINRI DNIN ANID N2 XD 1M ,NPVID MAIND D
.FCoo::/7 - FDFF::/7 n1yva manon
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AN1Y7 IPv6 NaIMd NOTaN

n"
.D'AN12 WWOIND X7 IPv6 7TNn nnmad
AT NTIPO2 WANWN 2N IPv6 -2 win'y TWONT7 "D
Router(config)#ipv6 unicast-routing

ZFEH'JJ‘J'}' naman NMTAN
Router(config-if)#tipv6 address {2001:db8:3c4d:1:0260:d6ff:fe73:1987}/{64}

2001 :DB&:AD: 1::/64 NDAIT

G0/0 2001:DB8:ACAD:3::/64

2001:DB8:ACAD:2::/64

Rl (config) #interface gigabitethernet 0/0

Rl (config-if) #ipv6 address 2001:dbB:acad:1::1/64
Rl (config-if)#no shutdown

Rl (config-if) fexit

Rl (config)finterface gigabitethernet 0/1

Rl (config-if) #ipv6 addrass 2001:dbB:acad:2::1/64
Ri{config-if)#no shutdown

Ri{config-if) fexit

Rl (confiq) finterface serial 0/0/0

Rl (config-if) #ipvé address 2001:dbB:acad:3::1/64
Rl (config-if) #clock rate 56000

Rl {config-if)#no shutdown
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Static Link-Local Address NNTan
2NN 7Y YOTAN NNIXT DN2AINAY 0IFNN 7N MIYENA 2NN DR NWNWn N2mon
0'7WAN NN N7 0712 2aM7 1271 7272 Yopn INIK2 2NN MINT7 nwnwn Naimon

NUIYD NAND NN ATNIT NAMD [N NN .NNT Namd oy

Router(config-if)#ipv6 address {link-local-address} link-local

Rl (config) finterface gigabitethernet 0/0
Rl (config-if)fipv6é address fe80::1 ?
link-local Use link-lccal address

Rl (config-if) fipvé address feB80::1 link-local
Rl (config-if) fexit

Rl (config)finterface gigabitethernet 0/1

Rl (config-if) #ipvb address feB80::1 link-local
Rl (config-if) fexit

Rl (config) finterface serial 0/0/0

Rl (config-if) #ipvé address fe80::1 link-local
Rl (config-if)#
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:N'ONIVIN MY NAIND 1737 AN 1T
JIWNN NYPFA NXN] 2Ndn OX [ NN IT no'w

Branch(config-if)#ipv6 adfress autoconfig default Internet

S Gi0/0 i 657

w ﬁ Add ress‘m

1—.-—
Default route

‘interface ID -N NX N'ONIVIN MI¥A YIAF? *TD eui-64 NU'WA win'y
Router(config-if)#ipv6 address {2001:db8:3c4d:1}::/{64} eui-64

(linke-local addresses) N2IN2> N'VNIVIN 727 PYANNY ' TANT N2 N2IND NNY OI7n2a

Router(config-if)#ipv6 enable

nNTana DIWN Np'mna
Router(config-if)# show ipv6 interface brief

Router(config-if)# show ipv6 route
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MININD 29D 71N PIDAV NIPN DX NN
8.2.5.3 Packet Tracer - Configuring [Pv6 Addressing.pka
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