Denial of service

Remote Code Execution

Affected Products

FortiOS 5.6.0t0 5.6.10

FortiOS 5.4.0t05.4.12

FortiOS 5.2.0to 5.2.14

FortiOS 6.0.0 to 6.0.4

.Branch lower than 5.2 not been assessed
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.Vulnerable to vulnerabilities that could allow remote
,authenticated-validated code to run on the device

or read files from the device, including user credentials

[[1DTV]FortiOS 5.4.1to0 5.4.10



[[1DTV]FortiOS 5.6.0 to 5.6.8

FortiOS 6.0.0 to 6.0.4
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.https://docs.fortinet.com/upgrade-tool
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. https://www.gov.il/he/departments/publications/reports/vpn-urgent-alert

. https://www.gov.il/he/departments/publications/reports/vpn-urgent-alert-update
. https://www.gov.il/he/departments/publications/reports/vpn-urgent-alert-3

. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13379

. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-12812

. https://www.fortiguard.com/psirt/FG-IR-18-384

. https://www.fortiguard.com/psirt/FG-IR-19-283



